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ABSTRACT

The static analysis of the source code is to find the remaining security weaknesses for a wide range of source codes.
The static analysis tool is used to check the result, and the static analysis expert performs spying and false detection
analysis on the result. In this process, the amount of analysis is large and the rate of false positives is high, so a lot of
time and effort is required, and a method of efficient analysis is required. In addition, it is rare for experts to analyze only
the source code of the line where the defect occurred when performing positive/false detection analysis. Depending on the
type of defect, the surrounding source code is analyzed together and the final analysis result is delivered. In order to solve
the difficulty of experts discriminating positive and false positives using these static analysis tools, this paper proposes a
method of determining whether or not the security weakness found by the static analysis tools is a spy detection through
artificial intelligence rather than an expert. In addition, the optimal size was confirmed through an experiment to see how
the size of the training data (source code around the defects) used for such machine learning affects the performance. This
result is expected to help the static analysis expert’s job of classifying positive and false positives after static analysis.
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Fig. 1. Typical static analysis procedure

M
[e]
2
=
2
B
o
=
oz
ok
i

TrHe] fAFste] Z]AIS
A7} A Y= 3 glet.

Az Ee] FE Holo|rl= RNN(Recurrent
Neural Network)s AR§3le] LaFsox] AL
AY dxsle FES e 976,
LSTM(Long Short Term Memory)< AR5}
22Fes gxsly] 93 mde] A3 AF(7),
RNNZ A3 2xze 2% BA4(8) &
A FAY Aot alE A gl

HekH ks Hololx= CNN(Convolutional
Neural Network), RNN % ¢dw2]&S Al&3}
of Wy SHERS 5 B4 FRHE 2] fg o
TF9)7F A=A 9la, FHITels ARAA|E A~
IHE 5 B &4 5 (Activation
function)®] A5 #4(10)l g+ A7} Fa=|3dct,

71&9] AFE AxFToA EX HEL A8
A B4 Bk S ERehe A7) wol 43
ok £ e A B4 =] A3ES 58
Aoz A WS AAse AeZ xpyEsiyl
TS )

B wiex] AA A =Y AdE F s
A& (True Positive)# £ (False Positive)
Al A dalA ZAGS HSshe Wl

omFE

-

o Mz S



A H 1 5 8}3] =7

(2020. 12) 1133

408 WY NS PPAA AR BY A

EESehE e AAD,

238 4£2FT)9) o] AES HAEIFEe] AAR
BAE A (R85 B4 A3 S g dHolHE A}
43}

,4
M
12
i)
%
R
BT
o,
2
Tk
o o
o)
o
>
Y

Defect Line

L

source -’ Embeddlng
code

extract
Compare predictions CNN
and actual results

Fig. 2. Conceptual diagram of the proposed method
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Table 1. A typical layout of a confusion matrix
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Table 2. Data set configuration

Number of source
codes and result
True 35.039
Training | Positive
70,078
Data Set False
e 35,039
Positive
True 8,760
Validation | Positive
17,519
Data Set
False
i 8,759
Positive
True 11,144
Test Positive
22,288
Diite. Sz False
e 11,144
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Fig. 3. CNN model
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Success rate for prediction(Total)

94.00%
92.00% \
90.00%

88.00%

0 20 40 60 80
Source code Success rate  Success rate | Success rate
range for prediction for prediction for prediction
(number of lines) | (True Positive) (False Positive) (Total)
10 95.49% 88.29% 92.04%
20 92.57% 89.00% 90.86%
40 89.21% 89.63% 89.41%
80 87.73% 90.97% 89.28%

Fig. 4. Success rate for prediction of SQL
Injection(CWE-89)

4.3.2 Cross-site Scripting(CWE-79)

Success rate for prediction(Total)

90.00%
85.00%
80.00%
75.00%

70.00%

0 100 200 300 400 500 600 700
L Success rate | Success rate | Success rate
range for prediction | for prediction |for prediction

(number of lines) | (True Positive) | (False Positive) (Total)

100 76.69% 71.43% 74.13%

200 78.95% 73.81% 76.45%

400 82.71% 73.02% 77.99%

500 77.44% 84.13% 80.69%

640 85.71% 85.71% 85.71%

Fig. 5. Success rate for prediction of Cross-site
Scripting(CWE-79)
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4.3.3 URL Redirection to Untrusted Site(CWE-601)
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Success rate for prediction(Total)

76.00%
74.00%
72.00%
70.00%
68.00%

Success rate for prediction(Total)

88.00%
86.00%
84.00%
82.00%
80.00%
78.00%
76.00%

66.00% 0 50 100 150
0 20 40 60 80
Source code Success rate Success rate | Success rate
Source code Success rate | Success rate | Success rate range for prediction  for prediction | for prediction
range for prediction | for prediction | for prediction (number of lines) | (True Positive)  (False Positive) (Total)
(number of lines) | (True Positive)  (False Positive) (Total) 10 82 43% 90.50% 86.49%
10 76.36% 71.79% 74.14% 20 79.08% 92.98% 86.07%
20 78.79% 67.95% 73.52% 40 85.77% 84.71% 85.24%
40 65.45% 76.92% 71.03% 80 78.24% 90.08% 84.20%
80 70.91% 64.74% 67.91% 160 73.64% 81.82% 77.75%

Fig. 6. Success rate for prediction of URL
Redirection to Untrusted Site(CWE-601)

4.3.4 HTTP Response Splitting(CWE-113)

Fig. 8. Success rate for prediction of Integer
Overflow(CWE-190)

436 Use of Insufficiently Random Values(CWE-330)
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Success rate for prediction(Total) Success rate for prediction(Total)

89.00% 92.00%

88.50% 90.00%

88.00% 88.00%

87.50% 86.00%

87.00% 84.00%

86.50% 0 50 100 150 200 250 300 350

0 20 40 60 80
Source code Success rate Success rate | Success rate
Source code Success rate | Success rate | Success rate range for prediction | for prediction |for prediction
range for prediction | for prediction | for prediction (number of lines) | (True Positive) | (False Positive) (Total)
(number of lines) | (True Positive) | (False Positive) (Total) 20 92.41% 89.87% 91.14%
10 88.89% 84.76% 86.76% 40 88.61% 91.14% 89.87%
20 86.87% 87.62% 87.25% 80 86.08% 92.41% 89.24%
40 89.90% 86.67% 88.24% 160 84.81% 91.14% 87.97%
80 87.88% 89.52% 88.73% 320 79.75% 92.41% 86.08%

Fig. 7. Success rate for prediction of HTTP
Response Splitting(CWE-113)

Fig. 9. Success rate for prediction of Use of
Insufficiently Random Values(CWE-330)
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4.3.7 Race Condition(CWE-367) 439 Improper Check for Exceptional Conditions(CWE-754)
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Success rate for prediction(Total) Success rate for prediction(Total)
90.00% 90.00%
85.00% 85.00%
80.00% 80.00%
75.00%
. 75.00%
70.00% 0 100 200 300 400 500 600 700 800
65.00%
150 250 350 450 550 650 Source code Success rate | Success rate | Success rate
range for prediction | for prediction | for prediction

Source code Success rate | Success rate = Success rate (number of lines) | (True Positive) | (False Positive) (Total)

range for prediction | for prediction for prediction 20 76.20% 76.76% 76.49%
(number of lines) | (True Positive) | (False Positive) (Total) 80 72.44% 84.22% 78.47%

200 60.32% 79.69% 70.08% 160 72.29% 86.37% 79.50%

320 61.90% 92.19% 77.17% 200 81.63% 79.63% 80.60%

. . N 320 79.07% 86.08% 82.66%

450 76.19% 87.50% 81.89% 400 84.79% 84.07% 84.42%

640 73.02% 95.31% 84.25% 700 80.72% 91.54% 86.26%
Fig. 10. Success rate for prediction of Race Fig. 12. Success rate for prediction of Improper
Condition(CWE-367) Check for Exceptional Conditions(CWE-754)
4.3.8 Information Exposure(CWE_zog) 4.3.10 NULL Pointer Dereference(CWE'476)
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Success rate for prediction(Total) Success rate for prediction(Total)

92.00% 72.00%

91.00% 71.00%

90.00% 70.00%

89.00%

88.00% 69.00%

87.00% 68.00%

86.00% 67.00%

350 450 550 650 750 850 30 80 130 180

Source code Success rate | Success rate | Success rate Eolilce (il Success rate | Success rate | Success rate

range for prediction | for prediction  for prediction range for prediction | for prediction | for prediction
(number of lines) | (True Positive) | (False Positive) (Total) (number of lines) | (True Positive) | (False Positive) (Total)
400 83.60% 90.58% 87.11% 40 71.84% 63.62% 67.72%
500 80.95% 97.38% 89.21% 80 66.12% 73.58% 69.86%
700 89.95% 91.62% 90.79% 120 73.06% 67.89% 70.47%
800 89.42% 92.67% 91.05% 170 66.73% 75.81% 71.28%
Fig. 11. Success rate for prediction of Fig. 13. Success rate for prediction of Improper

Information Exposure(CWE-209) Check for NULL Pointer Dereference(CWE-476)
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4.3.11 Improper Resource Release(CWE-404)

4.3.13 Exposure of System Data(CWE-497)

Success rate for prediction(Total)

90.00%

85.00%
80.00%

75.00%

0 50 100 150
Source code Success rate | Success rate | Success rate
range for prediction | for prediction |for prediction
(number of lines) (True Positive) | (False Positive) (Total)
10 86.61% 85.12% 85.88%
20 85.71% 81.86% 83.83%
40 90.18% 73.95% 82.23%
80 83.48% 79.07% 81.32%
160 79.46% 78.60% 79.04%

Success rate for prediction(Total)

100.00%

95.00%
90.00%

85.00%

0 10 20 30 40

Source code Success rate | Success rate | Success rate
range for prediction | for prediction |for prediction

(number of lines) | (True Positive) | (False Positive) (Total)

5 96.86% 97.26% 97.05%

10 94.12% 94.47% 94.29%

20 92.39% 91.04% 91.74%

30 90.90% 89.11% 90.03%

40 86.80% 89.62% 88.16%

Fig. 14. Success rate for prediction of Improper
Resource Release(CWE-404)

4312 Exposure of Data Element to Wrong Session
(CWE-488)

Success rate for prediction(Total)

92.00%
90.00%
88.00%
86.00%
84.00%

o 200 400 600 800
Source code Success rate Success rate Success rate
range for prediction | for prediction |for prediction
(number of lines) | (True Positive) | (False Positive) (Total)

80 87.12% 84.09% 85.61%

160 82.58% 91.67% 87.12%

400 84.85% 93.18% 89.02%

500 82.58% 96.21% 89.39%

700 86.36% 95.45% 90.91%

Fig. 15. Success rate for prediction of Exposure
of Data Element to Wrong Session(CWE-488)

Fig. 16. Success rate for prediction of Exposure
of System Data(CWE-497)
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Table 2. CWEs’ performance improvement rate

Lowest | Highest
Success | Success | Rise rate
rate rate (Total)
(Total) | (Total)

CWE

Exposure of

System 88.16% | 97.05% A8.89%
Data(CWE-497)
SQL Injection 0 Y o
(CWE-89) 89.28% | 92.04% N2.76%
Use of
Insufficiently 86.08% | 91.14% 25.06%
Random
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